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WHAT IS CLAIMED IS: 

1 . A compact personal token, comprising: 

a USB-comMiant interface releaseably coupleable to a host processing device 
operating under comVnand of an operating system; 

a smartcard processor having a smartcard processor-compliant interface for 
communicating according to a smartcard input and output protocol; 

an interface processor, communicatively coupled to the USB-compliant 
interface and to smartcird processor-compliant interface the interface processor 
implementing a translation module for interpreting USB-compliant messages into 
smartcard processor-compliant messages and for interpreting smartcard processor- 
compliant messages into\USB-compliant messages. 

2. The apparatus of claim 1, wherein the interface processor emulates a 
smartcard reader to the smartcard processor. 



3. The apparatus of claim 1, wherein: 

the host processing aevice comprises a virtual smartcard reader in 
communication with the ope rating system, the virtual smartcard reader for emulating 
a smartcard reader communii natively coupled to the host processing device and 
including a communication module for packaging messages for transmission to the 
personal token via the USB compliant interface according to a first protocol and for 
unpackaging messages received from the personal token via the USB-compliant 
interface according to the fin t protocol; and 

the interface processor translation module unpackages messages from the host 
processing device according td the first protocol and packages messages destined for 
the host processing device according to the first protocol. 
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4. The apparatus of claim 3, wherein the virtual smartcard reader further 
comprises a bootup module for responding to an operating system bootup procedure 
with an indication that a smartcard reader is communicatively coupled to the host 
processor. \ 

5. The apparatus of claim 3, wherein the virtual smartcard reader further 
comprises an answer-to-resat (ATR) module for providing an ATR message to the 
operating system in response to a reset message. 

6. The apparatuspf claim 3, wherein the virtual smartcard reader further 
comprises a reporting modulettbr receiving and reporting the insertion of the personal 
token in a USB-compliant pord communicatively coupled to the host processor and 
the removal of the personal token as a removal of a smartcard from a smartcard 
reader. \ 

7. The apparatus of claim 3, wherein the virtual smartcard reader further 
comprises a protocol selection module for receiving a protocol type selection (PTS) 
command from the operating system and providing a PTS response message to the 
operating system. 1 

8. A host processing device, comprising: 
a processor; 1 

a memory, communicatively coupled to the processor, the memory storing 
processor operation commands implementing an operating system; and 

a virtual smartcard reader module stored in the memory and in communication 
with the operating system, for emulating at least one smartcard reader to the operating 
system. 1 
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9. The apparatus of claim 8, wherein the virtual smartcard reader module 
comprises a communication modu|e for packaging messages for transmission to a 
personal token communicatively doupled to the host processor via a USB-compliant 
interface and for unpacking messages received from the personal token. 



10. The apparatus of/claim 8, wherein the virtual smartcard reader 
comprises a bootup module for/responding to an operating system bootup procedure 
with an indication that a smartcard reader is communicatively coupled to the host 
processor. 

1 1 . The apparatu^ of claim 8, further comprising an answer-to-reset (ATR) 
module providing an ATR npessage to the operating system in response to a reset 
message. 



12. The apparatus of claim 8, wherein the virtual smartcard reader further 
comprises a reporting modple for receiving and reporting the insertion of a personal 
token in a USB compliantjport communicatively coupled to the host processor and the 
removal of the personal token as a removal of a smartcard from a smartcard reader. 

13. The apparatus of claim 8, wherein the virtual smartcard reader further 
comprises a protocol sele< tion module for receiving a protocol type selection (PTS) 
command from the operat ng system and providing a PTS response message to the 
operating system. 
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14. A method of communicating with a smartcard processor in a personal 
key communicatively coupled tc a host computer via a USB-compliant interface, 
comprising the steps of: 

accepting a message com arising a smartcard reader command selected from a 
smartcard reader command set fr:>m a host computer operating system in a virtual 
smartcard reader; 

packaging the message for transmission via a USB-compliant interface 
according to a first message trans fer protocol; 

transmitting the packagec message to a personal key communicatively 
coupled to the USB-compliant interface; 

receiving the packaged message in the personal key; 

unpackaging the message] in the personal key to recover the smartcard reader 
command; 

translating the smartcard Reader command into a smartcard command within 



the personal key; and 

providing the smartcard c 



•mmand to the smartcard processor. 



15, The method of claim 14, further comprising the steps of: 

accepting a smartcard response from the smartcard processor; 

translating the smartcard response into a smartcard reader response; 

packaging the smartcard reaper response for transmission to the host processor 
via the USB-compliant interface; 

transmitting the packaged message from the personal key to the host 
processor; 

receiving the packaged messkge in the host computer; 
unpackaging the smartcard reader response; and 
providing the smartcard reader response to the host processor operating 

system. 
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16. The method of claim 14, further comprising the steps of: 
accepting a startup query from the host computer operating system in the 

virtual smartcard readen and 

providing an indication that a smartcard reader is communicatively coupled to 
the host computer to the Host computer operating system. 

1 7. The method! of claim 1 6, further comprising the steps of: 
receiving an indication that the personal key has been communicatively 

coupled to the USB-compliant interface; 

reporting the indication that the personal key is communicatively coupled to 
the USB-compliant interfacetto the host processor operating system as the insertion of 
a smartcard; \ 

receiving an indicationuhat the personal key has been communicatively 
decoupled from the USB-compliant interface; and 

reporting the indication mat the personal key has been communicatively 
decoupled from the USB-complrant interface to the host processor operating system 
as the removal of the smartcard. I 

18. The method of claim 14, further comprising the steps of: 
receiving a protocol type selection (PTS) command from the host computer 

operating system; and \ 

providing a PTS response message to the operating system. 
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19. A virtual 
a first smartcard 

emulating smartcard reader 
a second smartcafd 

emulating smartcard readier 

key processor. 



s martcard reader emulator system, comprising: 
reader emulator, implemented in a host computer for 
operations to the host computer; and 
reader emulator, implemented in a personal key, for 
operations to a smartcard-interface compliant personal 
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